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Keeping data safe, secure and private  
has always been a major priority.  
Now, with the General Data Protection 
Regulation coming into force, digital 
transformation is key.

 Benefits of digital transformation

Preparing for GDPR compliance

 Six key data handling questions

 GDPR data capture with Kodak Alaris  

Enabling digitalisation for GDPR  
and beyond with Fujitsu

 
Keep your scan environments  

secure with Canon

Safeguarding your data  
for GDPR with Panasonic

Create order with content classification  
from Xerox and ABBYY

 In-built security features from Brother

Keeping it safe with multi-function  
products from KYOCERA

Full spectrum security with Lexmark

View data easily and in style with LG

Help secure your CCTV with Panasonic
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Paper-based records are time-consuming, taking valuable office 
space and generally labour-intensive to maintain or archive. Even if 
you have a well-organised filing structure, it might be more difficult 
to prove 100% data security of your paper records, whether from 
copying, sharing or losing information altogether. Not only will digital 
transformation improve overall office efficiency, there’s a host of 
other benefits too. 

• Better organised data, all stored in one place. 

• Increased storage capabilities with Cloud-based servers. 

• Quicker to find and retrieve files. 

• Ability to manage data more effectively.  

•  Easier to share information/files between colleagues  
and across office locations. 

• Increased efficiencies/time savings for admin staff. 

• Increased office space with less physical filing. 

• Greater security of data.

OVERALL BUSINESS BENEFITS 

Welcome to your Digitised Data Security guide,  
which explains how investment in digital transformation 
now can deliver savings and efficiencies across your 
business, as well as helping you to prepare for future 
regulatory compliance. 

BENEFITS OF DIGITAL TRANSFORMATION
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The General Data 
Protection Regulation, 
or GDPR as it’s more 
commonly known, is going 
to affect every single person 
in the UK and Europe. 

Whether you’re aware of it or not, GDPR is 
already in motion. It becomes enforceable 
on 25th May 2018 and it will change data 
protection as we know it. 

As well as enjoying improved efficiencies and 
productivity with digitalisation, you and your 
business will also be in a great place to begin 
your journey towards GDPR compliance. 

This guide aims to give you an idea of what 
you’ll need to review for your own data 
processes and presents some options to 
consider as a starting point.

LEVEL 1  FINES COULD 
COST YOUR BUSINESS 
UP TO €10 MILLION OR 
(FOR UNDERTAKINGS) 
2% OF TOTAL WORLDWIDE 
ANNUAL TURNOVER.* 
* Whichever is the greatest. 
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Q: WHY DOES GDPR MATTER?  

A:  GDPR replaces the existing Data Protection Act in the UK 
and focuses on Personal Data, namely Personal Identity 
Data (PID). It’s relevant if you and your business process 
the personal data of EU citizens. Britain leaving the EU 
makes no difference as it’s recently been announced 
that this level of compliance is going to be made UK law. 
This means that if you hold any kind of PID, you need to 
comply with GDPR.  

Q: WHAT DATA ARE WE TALKING ABOUT? 

A:  ALL data that can identify a person. HR teams with staff 
details and Sales and Marketing/Accounts teams with 
customer details are obvious areas, but the regulation 
even includes images, web URLs and IP addresses if they 
can identify an individual.  

Q WHAT ARE THE IMPLICATIONS?  

A:  Non-compliance with GDPR means your organisation 
could be issued with potentially huge fines and penalties, 
which would have serious implications for any business. 

  

For many businesses, the threat of insolvency and  
closure as a result of GDPR penalties could soon  
be very real. It’s essential to prepare now.

Q: HOW CAN DOCUMENT SCANNERS  
 AND SOFTWARE PARTNERS HELP?

A:  Overleaf we look at some of the main requirements  
of GDPR and highlight a range of vendor partnerships  
that can help you start your journey to compliance.

FOR MORE SERIOUS OFFENCES AND 
INFRINGEMENTS LEVEL 2 FINES 
COULD COST UP TO €20 MILLION OR 
(FOR UNDERTAKINGS) 4% OF TOTAL 
WORLDWIDE ANNUAL TURNOVER.* 
* Whichever is the greatest. 

 VISIT EU GDPR INFORMATION COMMISSIONER’S OFFICE FOR MORE ADVICE ON GDPR VISIT EU GDPR AND THE INFORMATION COMMISSIONER’S OFFICE
 FAQs

 SUMMARY OF THE KEY CHANGES

 12 STEPS TO TAKE NOW

 INFORMATION FOR ORGANISATIONS

 GUIDE TO PRIVACY AND ELECTRONIC  
 COMMUNICATIONS REGULATIONS

 SELF-ASSESSMENT

>

>

>

>

>

>

 DIGITISED   |   DATA    |   SECURITY

http://www.midwich.com/q417eugdpr
http://www.midwich.com/q417icowebinargdpr
https://www.midwich.com/q417euggdprfaq
http://www.midwich.com/q417eugdprchanges
https://www.midwich.com/q417icopreparingforgdpr
http://www.midwich.com/q417icofororganisations
http://www.midwich.com/q417icoguidetopecr
https://www.midwich.com/q417icodpsa


 RIGHT TO ACCESS  
 – CAN YOU FIND ALL  
 THE DATA YOU HOLD  
 ON AN INDIVIDUAL?

  Individuals, or data subjects, 
can request information about 
whether their personal data is being 
processed, where and for what 
purpose. Data Controllers have to 
supply copies of the data free of 
charge, in an electronic format, 
providing complete transparency.   

 ARE YOU MANAGING  
 YOUR RETENTION  
 PERIODS CORRECTLY?  

 Regardless of the size of your  
 business, your company will be  
 required to understand, and apply,  
 all the legislative updates to its data  
 retention policy. Here are six data  
 retention policies no business owner  
 can afford to overlook:

 (1)  Business contracts  
 and arrangements

 All business contracts, agreements  
 and other arrangements need to be  
 safely stored for the length of the  
 contract and for six years afterwards.

 (2) Pensions
 Data and documents concerning  
 pension schemes require a minimum  
 storage time of six years.

 

 (3) Medical examinations
  All work-related medical 

examinations related to hazardous 
substances must be stored for a 
minimum of 40 years from the date 
of the last entry made in the record.

 (4) Dangerous substances
  If you supply chemicals and  

other ‘environmentally damaging’ 
products, all records pertaining  
to their classification, labelling  
and packaging must be kept  
for a minimum of ten years from  
the date they were last supplied.

 (5) Workplace injuries
 Accident reports need to be  
 retained for a minimum of three  
 years. The maximum retention  
 period is dependent upon general  
 restrictions regarding personal data.

 (6) VAT
 And finally, one that affects us all.  
 According to the VAT Act 1994  
 (Schedule 11, paragraph 6) and  
 HMRC Notice 700/21 October 2013,  
 VAT return records should be kept  
 for a minimum of six years from the  
 date they were made.

There are six key questions 
relating to data handling 
best practice that highlight 
the areas GDPR is looking 
at. Fines for breaches of 
these are severe, with any 
instances involving data of  
a child immediately classed 
as a level 2 breach. 

Once you understand  
the levels of data 
management GDPR requires, 
we’ll talk you through a range 
of technologies that can 
help you and your company 
organise and protect data.

1

2
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and more – all great for tightening up 
access and procedures, as well as 
helping with overall print fleet costs.

 DO YOU HAVE CONSENT  
 TO HOLD THE DATA AND  
 HOW WILL YOU USE IT? 

  Perhaps the most important aspect 
underpinning all things data related 
– do you have consent to hold the 
data in the first place? Conditions for 
consent have been strengthened and 
it must be clear to people what the 
purpose of the data collection is, in 
an easily accessible format. No more 
confusing forms or jargon, but in clear 
and plain language. It must also be 
as easy to withdraw consent as it is to 
give it.

 This is not an exhaustive  
 list of the regulation but  
 gives you an indication of  
 the kind of things that you  
 need to be looking at. On the  
 following pages we highlight  
 some of the technologies that  
 can help you on your road  
 to digital transformation,  
 enabling your business  
 to enjoy greater efficiencies  
 and forming the first step  
 in your journey towards  
 GDPR compliance.

 DATA ERASURE  
 – THE RIGHT TO  
 BE FORGOTTEN 

  This aspect gives an individual, the 
data subject, the right to have any data 
held concerning them erased. This 
includes further dissemination of data 
and third parties processing their data. 

  While there may be instances where 
long-term historical data may need 
to be kept (e.g. medical information), 
there are many organisations that 
hold on to old data unnecessarily. 
Under GDPR, individuals can request 
this erasure. Past employers with full 
name, address, National Insurance/
driving licence or passport numbers, 
or companies holding individuals’ 
email addresses, are just two 
examples where PID is held but  
may no longer be relevant. 

 You need to be able to find and  
  delete all PID relating to an individual 

on request. 

  PRIVACY BY DESIGN  
– CAN YOU KEEP YOUR 
DOCUMENTS PRIVATE? 

  Although it’s been a requirement for 
some time now, GDPR states that 
data protection needs to be built-in at 
the start of your system design – not 
as an afterthought. Data Controllers 

should only hold and process the data 
necessary for the completion of duties, 
as well as limiting access to the data.

 HOW MANY  
 COPIES OF YOUR  
 DOCUMENTS EXIST? 

  Again, forming part of the privacy by 
design, it’s not only about holding the 
data necessary, it’s about the security 
of your data. Are staff able to copy 
and scan freely on a departmental 
scanner or multifunction printer? 
Can you be sure about which data is 
being sent where or what copies are 
being taken? 

  Many manufacturers are building 
additional security and print release 
features within office printers. What’s 
more, print management software 
such as PaperCut, also goes a long 
way to giving organisations visibility 
of who is doing what. This includes 
adding security water-mark protection, 
pin-code access to certain features 

TALKTALK’S 2016 FINE OF 
£400,000 FOR SECURITY 
FAILINGS THAT ALLOWED 
HACKERS TO ACCESS CUSTOMER 
DATA WOULD ROCKET TO £59M 
UNDER GDPR.

TALKTALK’S 2016 FINE OF 
£400,000 FOR SECURITY 
FAILINGS THAT ALLOWED 
HACKERS TO ACCESS CUSTOMER 
DATA WOULD ROCKET TO £59M 
UNDER GDPR.
Source: www.theregister.co.uk
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With GDPR coming into force from May 
2018, now is the time to begin digitising 
all hard copy information, particularly 
documents that may contain personal 
data. Kodak Alaris hardware and 
bundled software options can help you 
as you work towards compliance.

A reliance on manual, paper-based 
processes to store, manage and 
distribute information is not only a barrier 

to successful digital transformation, 
but could also have a negative impact 
on compliance with GDPR. Kodak Alaris 
helps companies to centralise paper-
based and soft copy documents into 
one digital data source, making it much 
quicker and easier to comply.

The ability to find, classify and monitor 
all image-based paper files and digital 
documents containing personal data 

will be a critical element of GDPR 
management. Kodak Alaris’  innovative 
solutions deliver an automated,  
easy to use, robust approach to GDPR.  

It’s as simple as scanning and should 
help to ensure you avoid any financial  
or reputational risk associated with  
non-compliance.

KODAK ALARIS
GDPR DATA CAPTURE WITH

KODAK ALARIS
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CAPTURE AT THE EDGE

Kodak Alaris offers the latest scanners and integrated 
software, designed to work together to deliver solutions 
at scale, plus services to ensure businesses stay protected, 
productive and compliant.

Kodak Alaris’ award-winning scanners and bundled software 
solutions make it easy for you to seamlessly digitise legacy files, 
as well as capture new information as it enters your organisation.

Kodak Alaris solutions enable you to: 
 •   Digitise hard copies, making data easier to manage  

 and retrieve.

 •   Automate information processing in searchable PDF  
 format for discovery.

	 •    Discover PID via the very latest in GDPR Content Analytics.

	 •   Gain visibility over which documents contain PID and  
 require careful processing. 

 

  GDPR DISCOVERY  
SOFTWARE SOLUTIONS  

The new GDPR Discovery software has been developed  
with compliance firmly in mind, allowing you to drill down into 
data to locate Personal Identity Data (PID) held – whether text 
or imagery.

PaperSafe: Automatically finds PID in all scanned  
paper-based data.

ImageSafe: Automatically finds PID in image-based 
information, such as JPEGs, TIFFs or PNGs.

DigitalSafe: Automatically finds PID in digital documents 
including Word, Excel and PDFs.

Key benefits: 
 •    Classify all documents found to contain PID item(s)  

as being YESPID (or similar).

 •   Identify, quantify and report upon the instances and 
occurrences of PID items.

	 •    Compatible with existing EDM systems or file storage  
set-up with option to extend GDPR Discovery into GDPR 
Document Management.

	 •  Reduce compliance risk, retaining business-critical PID only. 

	 •  Search, find and view documents containing PID at any time.

Once all your PID is identified, you can start to make decisions 
on future filing, erasing, and overall management of data.

For more information click here.

All businesses are individual. Call today to discuss 
your needs and identify the best Kodak Alaris 
scanner and software solutions for you.

NEW

I3500 
HIGH SPEED COMPACT  
A3 DOCUMENT SCANNER
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‘Digitalisation’ is the process required to manage information in digital  
form, whether that information was born digital, for example as an email,  
a Word document, an Excel spreadsheet or eForms, or if it was converted 
from hard copy, for example a scanned document. Fujitsu is a market-leader 
in scanning excellence and has a range of scanners that can be combined 
with intuitive software to help you to streamline your business and prepare 
for GDPR compliance.

THE BENEFITS OF 
DIGITALISATION

Capturing documents and data, either 
at the point of origin or upon receipt into 
an organisation, offers many tactical 
advantages, including, but not limited to:

 •   Implementing electronic workflow 
processes.

 •   Creating audit trails.

	 •   Implementing security protocols.

	 •   Improving information accessibility. 

	 •    Creating one data source for each 
document/data source. 

EASING THE PROCESS  
WITH FUJITSU AND  
EASY SOFTWARE UK

Fujitsu has been working hard with 
leading software providers to help 
facilitate the organisation of your 
company’s paper records ahead of 
GDPR’s enforcement in May 2018.

 •    Hardware to digitalise, or scan,  
your documents.

 •    EASY Software to manage  
your documents online. 

A paperless strategy now will deliver 
immediate business efficiencies and 
help with compliance. Once scanned, 
you have controlled access to the 
documents you need, search is easy 
and document security becomes locked 
down to only those people who need 
access. A complete audit trail comes as 
standard with retention periods being 
controlled from day one. 

WITH FUJITSU
ENABLING DIGITALISATION  
FOR GDPR AND BEYOND

WITH FUJITSU

OTRIS’ PRIVACY FOR GDPR 
SOFTWARE SOLUTION HAS  
BEEN SUCCESSFULLY DEPLOYED 
BY OVER 500 ORGANISATIONS.
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Couple this EASY solution with Fujitsu Scanning hardware to 
create a combination that is hard to beat when it comes to 
digitalising and protecting your data privacy, as well as assisting 

with long-term compliance. Read more on Otris Privacy here.

To discuss a bespoke scan hardware and 
software solution for your business using  
the expertise of Fujitsu and EASY Software, 
please contact our team today.

EASY SOFTWARE UK – HELPING YOU THROUGH  
THE PROCESS 

EASY’s German sister company, Otris Software AG, has been 
delivering a proven solution for the past 12 years, by meeting 
stringent requirements of German data protection laws.  
 

EASY Software can help your business collate, assess and 
manage your data. This diagram shows all the elements their 
Privacy Management System software can help you with.  

HOW CAN PRIVACY MANAGEMENT 
SYSTEM SOFTWARE HELP  
YOUR BUSINESS?

fi-7700 
A3 DEPARTMENTAL  
DOCUMENT SCANNER

fi-7160  
A4 WORKGROUP  
DOCUMENT SCANNER
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Canon’s comprehensive approach to document security allows businesses to 
make a great inroads towards data transformation, helping to prevent security 
breaches, avert data leaks and losses and strengthen GDPR compliance.

Intellectual Property, customer data, contract details, business strategies: there’s 
no end to the information at risk. That’s why it’s important to appreciate how these 
risks occur and, importantly, how they can be addressed with Canon solutions.

WITH CANON
KEEP YOUR SCAN  
ENVIRONMENTS SECURE

WITH CANON

YOUR GROUNDWORK FOR GDPR



In the modern workplace, there’s an ever-growing  
need for fully networked scan technology. However,  
these sophisticated devices bring with them new  
security risks – increasing the danger that sensitive  
data could fall into the wrong hands.

CANON’S FEATURE-PACKED DOCUMENT 
SCANNERS ALLOW YOU TO PUT YOUR  
TRUST IN TECHNOLOGY, WITH A RANGE  
OF BUILT IN SECURITY BENEFITS TO HELP 
WITH YOUR DATA MANAGEMENT. 

DEVICE SECURITY

 USER SECURITY

 DOCUMENT SECURITY
•      Scanned confidential documents can be 

sent with PDF encryption and password 
protection directly to the workflow.

 •     User document encryption enables secure 
document viewing, editing and printing.

•     User permissions can be set individually, 
ensuring only appropriate or necessary  
scanning options and features can be accessed.

 •     Audit tracking also allows users to log all 
activities on the device.

 •     Only authorised users can access the device 
with ID and password authentication controlled 
using your LDAP or active directory login.

 •     There is no non-volatile memory,  
which means images and scans cannot  
be stored on the device.

 •     You can disable scans to USB ports to help 
prevent unauthorised copying or sharing of data.

For more information and to discuss  
your scan security requirements  
call our team today.

ADVANCED SECURITY

SCANFRONT400 
A4 DEPARTMENTAL 
DOCUMENT SCANNER
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With the biggest GDPR concern for many companies being the risk of large 
penalties of up to four percent of their global revenue or upwards of €20m, 
depending on which is the greater amount, Panasonic’s business products 
and services can assist organisations by ensuring personal information 
and identity are secure. Panasonic takes GDPR and personal privacy very 
seriously and this is reflected in their products and processes. 

SAFEGUARDING YOUR DATA FOR GDPR

WITH PANASONICWITH PANASONIC
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WORKING TOWARDS COMPLIANCE  
WITH PANASONIC AND AN INDEPENDENT 
SOFTWARE VENDOR 

To work towards compliance, initially it’s recommended 
that you conduct a ‘GDPR Risk Assessment’ (check out the 
GDPR sources at the beginning of this guide). You’ll have 
to answer questions about your data storage, permission, 
management and access.  

Panasonic scanners are compatible with a range of software 
applications that can help an organisation on the way to 
compliance. Ensuring the software chosen has an ‘audit 
trail’ function, where staff can trace when documents 
were captured, edited or amended, will be of assistance 
for compliance. This will help show if the document has 
been deleted or manipulated in any way and protect the 
organisation further. Software provided from ISVs, along with 
the internal Panasonic scanner functions, will help to keep 
businesses compliant.

IN-BUILT HARD-DRIVE DATA ERASURE

The hardware of a scanner has a memory that could 
potentially hold data. However, Panasonic’s machines  
have an inbuilt function that automatically deletes the 
scanned data, once the data has transferred to the PC,  
so the memory is always clear. This function is not able  
to be deactivated, meaning the data, and the business,  
is better protected.

FAST SCANNING FOR BUSINESSES

Suitable for a wide variety of applications across multiple 
industries, for long-term, large-scale, fast-paced and  
secure A3 scanning, Panasonic’s high-end KV-S81 Series  
– consisting of the KV-S8127 and the KV-S8147 – is leading 
the way. Features such as Site Central Manager Suite means 
workers can centrally manage multiple scanners over one 
network and remotely conduct online scanning status and 
maintenance checks. This helps to free up important time 
and resources for use elsewhere. 

Call our team for more information on the KV-S81 
series or other Panasonic scanner products.

LONG-TERM, LARGE-SCALE,  
FAST-PACED  A3 SCANNING  A3 SCANNING

KVS8127M 
HIGH PERFORMANCE  
DURABLE A3 
DOCUMENT SCANNER
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XEROX
®

 AND ABBYY
CREATE ORDER WITH 
CONTENT CLASSIFICATION FROM

XEROX
®

 AND ABBYY
By using Xerox® DocuMate® Scanners hardware and combining it with 
optional ABBYY software you can start to address key areas of data 
management. These can include the creation of a data directory to provide  
an overview of the origin of your information, the revision of data handling  
and best practice for retention and deletion.

YOUR GROUNDWORK FOR GDPR



CONTENT CLASSIFICATION FOR ARCHIVING  
AND RECORDS MANAGEMENT

Quickly organise large document repositories so knowledge 
workers can efficiently search and locate information critical for a 
variety of business tasks, including decision-making and analysis.

Vertical market applications 
Legal portals, ministry archives, manufacturing enterprise 
archives, patent offices, HR and security departments of 
large enterprises.

XEROX® DOCUMATE® SCANNERS  
AND ABBYY WORKING FOR YOU

Identify policy violations and uncover hidden risks
Identify policy violations in different data assets. Find 
documents that are free floating through your organisation  
or reside in data silos and can potentially bring risks.

Reduce operational costs 
Reduce the costs of sorting, organising and manually  
tagging documents and refocus your workforce on  
revenue-generating opportunities.

Organise big content
Automatic text classification allows you to organise and 
prioritise information so that knowledge professionals have 
access to the information they need.

Keep big content under control
Automatic content classification enables you to identify  
data that should be discarded or archived at a targeted, 
granular level.

Re-empower search 
Generate additional metadata out of the archived content  
and let your knowledge professionals easily search and 
retrieve critical content via a new interface, fast.

Increase visibility and control
Gain real-time understanding of the information entering your 
enterprise while exercising the right levels of security, priority, 
management and control.

There’s so much ABBYY software can do. Find out more here. 

Call today to discuss how Xerox® DocuMate® 
Scanners and ABBYY software can support  
your individual business requirements.

THE ABBYY SOFTWARE DOCUMENT 
MANAGEMENT PROCESS  

INPUT
DOCUMENTS

Paper & e-docs

CHANNELS

Postal mail & email

Scanners & mobile

Invoice & contract

Application form & order

Claims

Data extraction

Full text recognition

Intelligent capture

Contract department

Accounting department

Customer service

CLASSIFICATION PROCESSING BUSINESS PROCESS

 DIGITISED   |   DATA    |   SECURITY

http://www.midwich.com/q317abbyy


With a host of security features already built into their devices, Brother printers 
and scanners may help protect your business with data security features, 
including GDPR requirements.

Ideal for SMB HR and finance departments, where data confidentiality is crucial, 
Brother’s devices can help to prevent accidental leaks of confidential print outs 
or scans, network intrusions due to inadequate security and unauthorised users 
gaining physical access to unguarded devices.

FROM BROTHER
IN-BUILT SECURITY FEATURES

FROM BROTHER

OF SMBS ACROSS EUROPE VIEW 
INFORMATION SECURITY AS IMPORTANT.75%*

*Brother SMB Research conducted in 2015 by B2B International among 2,502 
businesses in the UK, France, Germany and USA.
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SECURE PRINT 

Ideal for small businesses that occasionally need to print 
confidential documents, Secure Print is free and built 
into many Brother devices. When printing a sensitive 
document, you can select the Secure Print function and 
will be asked for a four-digit code, ideal for a printer with 
multiple users.  

SECURE FUNCTION LOCK 

This free functionality allows you to have more control over 
your devices, restricting access to the machine’s settings 
through its control panel. Secure Function Lock also restricts 
access to certain functions, allowing you to decide which 
employees can print, scan, copy or fax from a device. 
Alternatively, you can impose monthly limits through PIN 
numbers and NFC cards.

PRINTSMART SECUREPRO 

A more advanced security solution aimed at SMBs and  
larger enterprises, PrintSmart SecurePro provides complex 
print device protection for businesses in which the need  
to print confidential documents varies for different users.  
As a server-based solution, PrintSmart SecurePro is ideal,  
as it doesn’t use up memory on a device.

ENCRYPTION EMBEDDED 

With certain software, data can be intercepted as it travels to 
the printer itself. To safeguard against this, Brother devices have 
embedded Transport Layer Security (TLS) and Secure Socket 
Layer (SSL) encryption. This is the same technology that’s used 
in e-commerce to protect bank and credit card details. This 
means your most confidential files can be encrypted at up to 
256-bit during transmission over the network.

Call us for more details on Brother’s range  
of print and scanning models.

“OUR SUITE OF SOLUTIONS HELPS 
ADDRESS PRINT AND SCAN SECURITY 
FOR SMBS OR LARGER ENTERPRISES 
WITH LITTLE OR NO IT INFRASTRUCTURE, 
IN PREPARATION FOR GDPR”. 
Anthony Buxton, Senior Manager, Legal & Corporate Governance  
at Brother International Europe.. 

HLL5100DN 
A4 Mono  
Laser Printer
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WHERE IS THE DATA HELD  
ON AN MFP?

Printers and Multi-Function Products 
(MFPs) are intelligent networked  
assets with a screen, keyboard  
and hard drive that can potentially store 
sensitive information. All KYOCERA 
devices are embedded with an 
Operating System as standard and 
may contain a Hard Disk Drive (HDD) 
or Solid State Drive (SSD), which may 
hold sensitive information about your 
company and employees. 

INCREASE DATA SAFETY 
WITH KYOCERA’S SECURITY 
CONFIGURATIONS

KYOCERA has been developing a 
variety of security levels on its devices 
to give you and your business the 
opportunity to tighten up on data 
management and protection.

Basic configuration:  Securing the 
device using features and functions that 
are available as standard.

Medium-level configuration:  Optional 
features that can enhance data security 
and further secure the machine.

High-level security:  Further ways to 
secure the device at a network level 
using extra hardware, such as firewalls.

With IT teams focusing on the protection of servers, databases and desktops 
against malware and hacking attacks, the security provided by MFPs may have 
become overlooked. If you have a multi-function device, it’s essential that you 
review it as part of your preparation for GDPR compliance.

FROM KYOCERA
KEEPING IT SAFE WITH 
MULTI-FUNCTION PRODUCTS

FROM KYOCERA
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1. BASIC LEVEL SECURITY CONFIGURATION

 These are the easiest and quickest to implement and  
  KYOCERA recommends that all of these controls should be 

engaged or actively considered if your company has MFPs.

	 •  Change the default administrator password. 

	 •  Use an authentication method. 

	 •   Turn off protocols that are not required/lock specific  
 communication ports.

	 •  Use secure communication protocols. 

	 •  Operation panel lock. 

	 •  Disable USB port functions and optional interfaces. 

	 •  Email/scan/send restrictions.

 KYOCERA’s MFP Security guide explains more.

2. MEDIUM-LEVEL SECURITY CONFIGURATION

 An additional level to the basic controls, these are available  
 as modules for all KYOCERA MFPs.

	 •  Enable HDD/SSD data protection.  

	 •  Implement ID Card/RFID access. 

	 •   Protect job storage.

	 •  Use secure print. 

	 •  Enable copy protection. 

 Read more on these here.

3. HIGH-LEVEL SECURITY CONFIGURATION

 This final group provides guidelines on the kinds of  
 advanced MFP-related security capabilities achievable  
 when using complementary solutions.

	 •  Enforce print control solutions.  

	 •  Implement VPN connections. 

	 •   Enable network data monitoring.

 Find out more about these exciting features  
 in KYOCERA’s MFP Security Guide. 

Get in touch about the advantages of KYOCERA’s 
range of printers and multi-function products 
and the low total cost of ownership your business 
can enjoy — including a host of other features 
and apps that can be tailored to reflect the way 
your company works. 

KYOM2640IDW 
A4 MONO LASER 
MULTIFUNCTION

KYOM5521CDW 
A4 COLOUR LASER 
MULTIFUNCTION
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Lexmark makes security an integral part of all their products to help 
create a safer and more productive environment for your business. 
GDPR compliance is coming into effect…is your software and 
equipment up to the task?

Malicious security attacks and inadvertent vulnerabilities can lead  
to costly compliance breaches and business-disrupting data loss.  
They can also take a human toll in frustration, loss of privacy,  
negative financial consequences and wasted time.

Securing an enterprise environment is complex and requires a 
comprehensive understanding of a range of elements, including 
software, network architecture, the content travelling on the network 
and more.

That’s why Lexmark doesn’t treat security as an afterthought or 
optional feature, but as an integral design and engineering goal, 
embedded in all products and services.

WITH LEXMARK
FULL SPECTRUM SECURITY

WITH LEXMARK

YOUR GROUNDWORK FOR GDPR



LEXMARK’S SECURITY ECOSYSTEM

Security is built into every Lexmark product with standard 
security features appropriate to each product’s intended
use. Plus there are additional options to fulfil specific 
requirements. Their comprehensive approach to product 
security covers a full spectrum of security capabilities:

 •   Secure access restricts who can use your devices  
and what they can do.

 •    Network security protects devices from unauthorised 
access over network interfaces.

 •    Document security keeps your documents — whether 
physical or virtual — out of the wrong hands or views.

 •   Secure remote management provides a wide range of 
tools and device capabilities to effectively manage a fleet 
of networked laser printers and multifunction products. 

 •    Security solutions enhance the security of Lexmark 
devices and your environment by meeting specific 
objectives like print release, automatic security  
certificate and Secure Content Monitor. 

 •    Hard disk security protects Lexmark printers and 
multifunction products that contain internal hard disks with 
a virtual shield to keep your organisation’s data secure. 

Lexmark has proven security expertise, meeting stringent 
government and industry standards and certifications, 
including Common Criteria and FIPS.

Don’t forget, Lexmark security features come as standard  
with their printers.

Lexmark devices are GDPR-ready, providing multiple, built-in 
security features allowing customers to meet several aspects of 
GDPR requirements. Find out more in their Security Brochure. 

For more information and to discuss your  
specific requirements, call our team today.

ALL SMB LINES CAN NOW BENEFIT 
FROM A 4 YEAR LEXMARK GUARANTEE. 

LEXCX827DE 
A4 COLOUR LASER  
MULTIFUNCTION
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With more companies employing Data Controllers and working toward tighter 
management of customer data, now might be a good time to review your office 
equipment to gear up to new roles or changes in work practices.

As with any purchase, looking at the benefits of different models and choosing 
wisely will reap rewards longer-term. The latest technologies are often packed 
full of hidden benefits and features that can help in overall business efficiency.

WITH LG
VIEW DATA EASILY  
AND IN STYLE

WITH LG

YOUR GROUNDWORK FOR GDPR



LG’S ULTRA-WIDE IPS MONITOR –  
MADE FOR MULTI-TASKING 

Daily tasks often involve having more than one application or 
document open at a time and there’s never been a greater 
need to have the room to view and work on multiple files 
simultaneously throughout the working day.

The ultra-wide IPS monitors from LG not only give staff the  
room to work with ease, they offer a selection of picture viewing 
and presentation modes, as well as the latest screen technology 
for eye-safe, flicker-free long-time viewing. 

These award-winning stylish ArcLine shape ultra-wide IPS 
monitors not only look good in today’s modern offices, they 
enable people to work more efficiently, with fewer commands 
needed and quicker viewing of open files – streamlining their 
daily data tasks.

Benefits for database controllers: 
 •    View Excel spreadsheets on one large screen  

without the need for scrolling.

	 •   21:9 aspect gives staff an efficient environment  
 multi-tasking in Word/Excel/Onenote.

	 •  Screen split (PIP) and dual controller features. 

	 •  Flicker-safe for less user eye fatigue. 

	 •  Reader mode. 

Further features:  
	 •  HDMI, DisplayPort and USB connectivity. 

	 •  USB quick charge plug in port. 

	 •   Built-in speakers.

	 •  Smart energy-saving with power save and sleep mode. 

	 •  Adjustable stand for best viewing angle.  

LG’s 21:9 Ultrawide QHD IPS monitors offer powerful usability, 
along with impressive viewing modes and image clarity.

For more information about this impressive model 
and LG’s range, give our team a call. 

LG34UM88C 
34” 21:9 ULTRAWIDE™ WQHD IPS LED MONITOR

 HERE

SEE WHAT THE EXPERTS THINK ABOUT 
THE BENEFITS OF THE ULTRA-WIDE 

34UM88C MONITOR HERE
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From 25th May 2018, the law governing the capture and storage of CCTV 
footage within public spaces is changing. And breaches of GDPR could  
cost upwards of €20million or four percent of global revenue. How can  
you be better prepared? 

Panasonic offers solutions to align with Articles 32 and 35 of GDPR,  
both written to protect CCTV systems from data theft and from a  
privacy viewpoint enabling CCTV cameras to capture footage without 
infringing on individuals' rights, with Secure Communication and  
People Masking Technology.

PANASONIC
HELP SECURE YOUR CCTV WITH

PANASONIC

IS YOUR SECURITY CAMERA 
SYSTEM REALLY SECURE?

Secure Communication 
With security attacks on the network 
infrastructure increasing, installers and 
users need to be aware of any potential 
weakness in their security, for example 
default passwords for CCTV open the 
company’s network to malware threats. 

Within GDPR, there is a specific 
requirement for the data ‘owner’ to 
protect their systems against intrusion  

and hacking. For organisations using 
CCTV, the ‘owner’ is responsible for 
ensuring the data is properly secured.

Panasonic has developed a series of 
secure technologies for the protection 
of data in its video surveillance solutions. 
Their Secure Communication feature, now 
available on all new Panasonic 5, 6 and 
True 4K series cameras, protects against 
spoofing (false data), video tampering and 
altering (changing images) and snooping 
(stealing passwords) by protecting IP 
surveillance communications. 

Panasonic’s Secure Communication is a 
PC-level security feature for IP cameras 
including several data protection 
elements, such as data encryption, 
IP communication encryption and 
verification. All ensuring the integrity of 
video evidence and overall data integrity 
of Panasonic IP video streams.

Learn more about Panasonic’s Secure 
Communication feature.

YOUR GROUNDWORK FOR GDPR
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ARE YOUR SURVEILLANCE IMAGES  
ON THE RIGHT SIDE OF THE LAW? 

People Masking Technology
As part of the mandatory Impact of Privacy Assessment, 
ensure the privacy of employees and ‘vulnerable data 
subjects’, including customers, are protected. With Panasonic’s 
People Masking Technology mitigate the risk of unlawful 
use of personal data captured via CCTV footage, by masking 
individuals, customers and sensitive data while ensuring 
maximum security and being legally compliant.

How does it work?
Panasonic’s people masking technology uses a MOR (Moving 
Object Removal) function to mask moving objects and to 
conceal static areas that you feel should remain confidential.  

The MOR function can also be removed accordingly to 
review an incident and masked areas can be changed at 
your leisure to ensure an adaptable and easy to use system. 
People masking also allows the creation of different user 
roles, for example normal users and administrators, where an 
administrator will be able to see unmasked images. 

This technology is suitable for use in a variety of environments 
such as retail, logistics, banking, and many more. Installation 
is possible in both new and pre-existing security systems to 
ensure you are able to operate a flexible and compliant system. 

Learn more about data protection issues arising from  
the use of surveillance technology with the ICO’s webinar.

For more information and to discuss your 
specific requirements, call our team today.

Image without mask WV-ASM200

Masked image
(H.264, SXVGA, 1 fps)

Image without mask
(H.264, SXVGA/VGA, up to 30 fps)
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